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General Firewall rules for Networks

allow management range any in from:
group: ssit-mgmt-admin

128.104.105.0/26
shared-service-vpn-static-ip group

allow print-services in from:
group: Shared-Services-Print-Servers

128.104.105.6
144.92.50.53
144.92.50.201

allow bomgar port 5832 in from 128.104.31.85
allow TEM relay

servers
128.104.132.14
128.104.132.15

ports
TCP 52311
UDP 52311

allow SCCM
144.92.50.48

remote access from Department VPN or wiscVPN all
VNC Application: VNC
RDP  Application: ms-rdp

Firewall for CCI storage

allow access form Users subnet
allow access from Groups VPN portal
allow access for management

144.92.50.53
128.104.105.0/26

VLAN info for some local vlans

vlan 804       128.104.104/23 smph hslc+ network

vlan 850       10.128.84/22  printer network

vlan 328       10.130.54/   animal servers

vlan 3298     144.92.239/26 secondary server network (more secure)

vlan 802       144.92.50/24 smph ddn network
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